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station. The forwarding apparatus fonvards a 
data packet as a bridge in the event that a data 
link address in a message packet is not a data 
link address of the apparatus. The forwarding 
apparatus forwards a data packet as a router in 
the event that a data link address In the mes- 
sage packet is a data link address of the appa- 
ratus. 
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(m) Router using remote address resolution to enable bridge like data forwarding. 

(57) A communications system has a first com- 
munications link (110) and a second communi- 
cations link (112), at least one end station 
(111,113) capable of communicating on each of 
the communications links, an apparatus (100) 
for forwarding a packet from the first link to the 
second link, the apparatus capable of detecting 
a network layer header on a data packet, the 
network layer header having a destination ad- 
dress. There is assigned, to the apparatus, an 
apparatus mask having a forwarding mask 
length for distinguishing the destination ad- 
dress into a subnet address part and into a host 
address part Also there is assigned, to an end 
station, an end station mask having an end 
station mask length for distinguishing the desti- 
nation address into a subnet address part and 
into a host address part. And there is assigned a 
greater length to the forwarding mask lengtii 
than to the end station mask length, to enable 
the end station in using tiie end station mask to 
identify all end stations on the first link and the 
second link as being on a single link, and to 
enable tiie apparatus in using the forwarding 
mask to distinguish which of tiie first link or tiie 
second link an end station addressed by the 
network layer address Is located. 

A selected end station transmits an Address 
Request Protocol (hereinafter ARP) message 
onto the first communications link, tiie ARP 
message requesting a data link address from a 
receiving end station, and the apparatus sends 
the ARP message to a second fonvarding ap- 
paratus connected to the second link having the 
receiving end station connected thereto. The 
apparatus receives an ARP response message 
containing the data link address of tiie receiving 
end station from the second fonvarding ap- 
paratus. And finally, tiie apparatus forwards tiie 
ARP response message to tiie selected end 
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FIELD OF THE INVENTION 

This invention relates to forwarding messages 
froni a first link to another link, and more particularly 
relates to reducing the time required to forward data 
packets. 

BACKGROUND OF THE INVENTION 

Communications systems between computers 
are presently capable of connecting tens of thou- 
sands of computers. Typically, a computer will origi- 
nate a message directed to another computer, and will 
transmit the message as a sequence of data packets 
onto the communications system. Because of the 
large number of computers connected to the system, 
and the large number of data packets transferred be- 
tween the computers, throughput of packets transfer- 
red by the system is an important issue. 

Communications systems are often divided into a 
number of links. Typically, a link may be a local area 
network, where each local area network is capable of 
supporting a few hundred computers. A local area net- 
work will hereinafter be referred to as a LAN. The 
LANs are connected together by a number of different 
standard devices which forward packets. With the in- 
creasingly large size of modem communications sys- 
tems, the time required to forward a data packet be- 
tween LANs becomes an important parameter of sys- 
tem design. 

Other types of links in a communications system 
may be, for example, a wide area network formed by 
joining other links such as LANs, a point to point con- 
nection between computers, etc. Maintaining high 
throughput of system packet traffic is also an impor- 
tant problem in ail link to link connections. 

Also, all types of links may be connected together 
by standard devices. 

Before discussing standard devices used to con- 
nect links together, data packets and the headers of 
data packets added by different layers of the commu- 
nications protocol must be discussed. A data packet 
is typically fonned in a higher level of the communica- 
tions protocol, and finally is transferred down to the 
Transport Layer which passes the packet into the Net- 
work layer. The Network layer attaches a header, the 
Network Layer Header, to the data packet, and then 
passes the packet into the Data Link Layer. The Data 
Link Layer then attaches a header, the Data Link Lay- 
er Header, to the data packet The packet is then 
transmitted onto the communications system by the 
physical layer. 

A packet, once transmitted onto the communica- 
tions system, is then forwarded from link to link until 
it reaches its destination end station. 

A first type of device connecting links of the com- 
munications system is a bridge. A bridge operates in 
the Data Link level of the communications protocol. 



which is the level immediately above the physical lev- 
el. A bridge receives data packets from one link, typ- 
ically a LAN, and then parses the Data Link Header. 
The bridge then makes a decision on what to do with 

5 the data packet, where the decision is based upon the 
contents found in the Data Link Header. 

A second type of device linking LANs is a router. 
A router operates in the network layer, a layer above 
the data link layer". A router operates by parsing both 

10 the Data Link Header and the Network Layer Header, 
and making decisions based on the contents of both 
headers. 

In some designs a bridge may be on the order of 
200 times faster than a router in fonvarding a data 

15 packet from a first link to a second link. 

Even though a router is slower in forwarding 
packets from one link, such as a LAN, to another link, 
it is necessary to use routers rather than bridges at 
certain locations between multiple numbers of links. 

20 The router performs functions beyond those of a 
bridge, such as: forwarding along better routes than 
a bridge; incrementing a "hop count" field of a forward- 
ed packet to show the number of passes of the packet 
through a router in order to prevent indefinite looping 

25 of the packet; preventing certain management traffic 
such as "hello" messages from end stations on one 
link from being fonvarded to the other link; maintaining 
"network layer addresses" of stations on the links that 
it connects; fragmentation and reassembly of packets 

30 because of different protocols employed by different 
links; performing explicit handshaking protocols with 
end stations connected to links connected to the rout- 
er; participating in routing algorithms, and other func- 
tions. 

35 However, a difficulty in operation of large comput- 
er communications networks is that the time required 
for a router to forward messages may result in lower 
throughput. 

40 SUMMARY OF THE INVENTION 

The invention resides in an apparatus for forward- 
ing packets, and solves the difficulty of a router requir- 
ing too much time for forwarding a packet, along with 

45 the difficulty of a bridge increasing address request 
protocol (ARP) fraffic by forwarding ARP messages. 

A communications system has a first communica- 
tions link and a second communications link, at least 
one end station capable of communicating on each of 

$0 the communications links, an apparatus for forward- 
ing a packet from the first link to the second link, the 
apparatus capable of detecting a network layer head- 
er on a data packet, the networi( layer header having 
a destination address. There is assigned, to the appa- 

55 ratus, an apparatus mask having a forwarding mask 
length for distinguishing the destination address into 
a subnet address part and into a host address part. 
Also there is assigned, to an end station, an end sta- 
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tion mask having an end station mask length for dis- 
tinguishing the destination address into a subnet ad- 
dress part and into a host address part. And there is 
assigned a greater length to the forwarding mask 
length than to the end station mask length, to enable 
the end station in using the end station mask to iden- 
tify all end stations on the first link and the second link 
as being on a single link, and to enable the apparatus 
in using the forwarding mask to distinguish which of 
the first link or the second link an end station ad- 
dressed by the network layer address is located. 

Also there is a first means for a selected end sta- 
tion to transmit a local Address Request Protocol 
(hereinafter ARP) request message onto the first 
communications link, the local ARP request message 
requesting a data link address of a receiving end sta- 
tion. Further, there is a second means, in response to 
the local ARP request message, for the apparatus to 
create a remote ARP request message and to send 
the remote ARP request message to a second for- 
warding apparatus connected to the second link hav- 
ing the receiving end station connected thereto. There 
is also a third means for the apparatus to receive a re- 
mote ARP response message containing the data link 
address of the receiving end station from the second 
forwarding apparatus. And there is a fourth means, re- 
sponsive to the remote ARP request message, for the 
apparatus to create a local ARP response message 
and to send tiie local ARP response message to the 
selected end station. 

The forwarding apparatus forwards a data packet 
as a bridge in the event that a data link address in a 
message packet is not a data link address of the ap- 
paratus. 

The forwarding apparatus forwards a data packet 
as a router in the event that a data link address in the 
message packet is a data link address of the appara- 
tus. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A more detailed understanding of the invention 
may be had from the following description of preferred 
exemplary embodiments to be understood in conjunc- 
tion with the accompanying drawing wherein: 

Fig. 1 is a logic diagram of two LANs connected 
by a router in accordance with a preferred embodi- 
ment of the invention. 

Fig. 1 A is a flow chart of a brox in accordance with 
the invention. 

Fig. 2 is a field diagram of a data packet in accor- 
dance with a prefenred embodiment of the invention. 

Fig. 3A is field diagram of an address field. 

Fig. 3B is a field diagram of a mask for an address 
field. 

Fig. 3C is is a field diagram of a mask for an ad- 
dress field. 

Fig. 4 is a block diagram of a communications 



system having multiple links, in accordance with the 
invention. 

Fig. 5 is a field diagram of an address in accor- 
dance with the invention. 
5 Fig. 6A is a field diagram of an address in accor- 

dance with a prefenred embodiment of the invention. 

Fig. 6B is a field diagram of a bridge router box 
(brox) mask in accordance with a prefenred embodi- 
ment of the invention. 
10 Fig. 7A is a field diagram of an address in accor- 
dance with a prefenred embodiment of the invention. 

Fig. 7B is a field diagram of an end station mask 
in accordance with a preferred embodiment of the in- 
vention, 

15 Fig. 8 is a block diagram of a communications 
system in accordance with the invention. 

DETAILED DESCRIPTION 

20 FIRST EXEMPLARY EMBODIMENT 

Capitalization will be used in this document to 
highlight names of fields of a packet, in order to im- 
prove readability of the document 

25 Referring now to Fig. 1, there is shown a commu- 
nications link connection apparatus 100, a "brox", in 
accordance with the invention. The temi "brox" is 
coined herein, and is defined as a box for connecting 
communications links in accordance with the present 

30 invention. A brox forwards as a router under certain 
conditions, but under other conditions forwards as a 
bridge. The word "brox" is an acronym (created from 
the capitalized letters Bridge Router bOX) for a box 
that behaves as a bridge or as a router. Also a brox 

35 may have behavior modes that are neither tiiose of a 
standard bridge nor those of a standard router. 

For a multiple hop data packet transmission, op- 
eration of tiie invention can be described in simple 
tenms for a network using a Transmission Control Pro- 

40 tocol-lnternet Protocol (TCP-IP) type protocol as fol- 
lows. TCP-IP is a well known protocol suite which has 
been developed in the United States. The present in- 
vention works partirulariy well with tiie TCP-IP proto- 
col, but will also work witii similar protocols. 

45 But first, a TCP-IP type of protocol will be briefly 

described. In a TCP-IP type protocol, a destination 
address in the Network Layer Header of a packet is 
resolved into a subnet address and a host address by 
applying a mask to the total address. A mask is as- 

50 signed to a link. A station is configured with a network 
layer address and a mask for each link to which the 
station is attached. The nrmsk has as many bit posi- 
tions as tiie address in the packet 

The mask has some bits set equal to "1", and 

55 some bits set equal to "0". The bits of the mask tiiat 
equal "1" conrespond to bits of the address that iden- 
tify the link. The bits of the mask that equal "0" corre- 
spond to bits of tiie address that identify the host, or 
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end station, on that link. 

For example: in the event that the network layer 
address is 32 bits (or 4 octets), then the mask is also 
32 bits; in the further event that the mask has 16 bits 
set =1, and 16 bits set =0, then the station interprets 5 
the bits in the address corresponding to the bits =1 of 
the mask as identifying the link. The bits in the ad- 
dress corresponding to "Os" in the mask identify the 
host, or end station, on that link. 

As further example, if the first two octets of the io 
mask contain 8 bits =1 each, and the second two oc- 
tets of the mask contain all bits =0, then the address 
of the link is contained in the two octets of the address 
corresponding to the bits =1 of the mask. Also, the 
host, or station, address on that link is contained in the 15 
address bits corresponding to the bits =0 of the mask. 

Tenninology used in the art of computer commu- 
nications will now be addressed. The tenms "link" and 
"subnet" are substantially synonyms. Also, the tenms 
"host" and "end station" are substantially synonyms. 20 
The tenms "link" and "end station" are frequently used 
in discussions of OSI standard type computer com- 
munications systems. The temns "subnet" and "host" 
are frequently used in discussions of TCP-IP type 
computer communications systems. A linker a subnet 25 
may be a local area network, or may be another type 
of system for computer communications. A host or 
end station is the computer attached to the link or the 
subnet 

A further standard feature of a TCP-IP type pro- 30 
tocol is that when an initiating station initiates a trans- 
mission to an intended receiving station, the initiating 
station "knows" only the Network Layer address of the 
intended receiving station. In order to "learn" the Data 
Link Layer address of the intended receiving station, 35 
the initiating station transmits an Address Request 
Protocol (ARP) message. A bridge forwards the ARP 
message, but a router ignores the ARP message. In 
the event that the intended receiving station receives 
the ARP message, either by being on the same link 40 
as the station or by having the ARP request bridged 
to the link containing the intended receiving station, 
then the intended receiving station sends to the initiat- 
ing station an ARP response containing the Data Link 
Layer address of the intended receiving station. Upon 45 
receipt of the ARP response, the initiating station 
sends data packets to the intended receiving station 
by placing the Data Link Layer address leamed from 
the ARP response into the Data Link Header of the 
data packets. so 

Also, as a standard practice in a TCP-IP type pro- 
tocol, an initiating station first tests the Network Layer 
address of the intended receiving station against its 
own Network Layer address. Each station on the conv 
munications link of the initiating station has the same 55 
subnet address, and so the initiating station tests the 
subnet address of the intended receiving station 
against the subnet address its own subnet address. 



In the event that the two subnet addresses are 
equal, the initiating station transmits an ARP mes- 
sage. 

In the event that the two subnet addresses are dif- 
ferent, then the initiating station transmits a data pack- 
et to a router connected to the communications link of 
the initiating station. The router maintains a forward- 
ing table, and so "knows" the communications link 
containing the Intended receiving station. The router 
then forwards the data packet to the proper link, 
where a further router places the Data Link Layer ad- 
dress of the intended receiving station into the Data 
Link Layer Header of the data packet, and forwards 
the data packet onto the proper link for receipt by the 
intended receiving station. The originating station 
does not learn the data link address of the receiving 
station. 

Turning now to a simple discussion of the inven- 
tion, both the router and the bridge are replaced with 
the "brox" of the invention. Also, in the invention, the 
network layer addresses of the end stations on the va- 
rious links are carefully chosen so that all end stations 
on all links connected by the invention have in their 
network layer address: firstly, a sequence of bits that 
are identical for all end stations attached to any of the 
links connected by broxs; secondly, a sequence of 
bits that are identical for stations on a single link, but 
different for stations on other links; and, thirdly, a se- 
quence of bits that are unique among stations on any 
one link. 

The fonvarding apparatus of the invention is the 
brox. A brox has assigned a mask that exposes both 
the sequence of identical bits and the sequence of 
unique bits. In contrast, the end stations have a short- 
er mask that exposes only the sequence of identical 
bits. 

All end stations linked by the invention have the 
same sequence of identical bits. Accordingly, when 
an initiating station tests the network layer address of 
the intended receiving station against its own network 
layer address in order to detemiine if the initiating sta- 
tion has permission to send a local ARP message, 
then penmission to send a local ARP message will be 
granted for an intended end station linked by the in- 
vention, whether the intended end station is on the 
same link as the initiating station or whether it is on a 
different link. 

Also in the Invention it is important to distinguish 
four (4) different types of ARP messages. These four 
different types of ARP messages are: 

1. a local ARP request. A local ARP request is 
transmitted by an end station onto a link connect- 
ed to the end station. A local AR request asks for 
a data link address of an intended destination sta- 
tion. A local ARP request is identical to the stan- 
dard TCP-IP compatible ARP request discussed 
hereinabove. 

2. a local ARP response. A local ARP response 
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is received by an end station, and the local ARP 
response delivers a data link address to the end 
station. A local ARP response is identical to the 
standard TCP-IP ARP response discussed here- 
inabove. 5 

3. a remote ARP request. A remote ARP request 
is created by a brox on the link of an originating 
end station, and is created by the brox in re- 
sponse to receipt by the brox of a local ARP re- 
quest. The remote ARP request Is transmitted to io 
a remote brox on the link of a remote Intended 
destination station. 

4. a remote ARP response. A renrrate ARP re- 
sponse is created by a remote brox on the link of 

a remote Intended destination station, and is ere- is 
ated In response to the remote brox receiving a lo- 
cal ARP response. The remote ARP response Is 
transmitted to a brox on the link of the originating 
end station, and in response to receiving the re- 
mote ARP request, the brox creates and trans- 20 
mits a local ARP response to the originating end 
station. 

By carefully choosing the addresses of all end 
stations linked by the invention, by using broxs forfor- 
wardlng between the various links, and by using short 25 
masks for stations and long masks for broxs, useful 
results flow from the invention. The first useful result 
is that data packets are forwarded at bridge speed be- 
tween end stations linked by the invention. A second 
useful result is that local ARP traffic on one link is con- 30 
fined to that link and is not forwarded as it would be if 
the links were joined by a conventional bridge. A third 
useful result is that all links joined by the invention 
may be reached by remote ARP messages generated 
in response to any end statbn on any of the links, with- 35 
out flooding every link with unnecessary local ARP 
messages. 

Forwarding rules followed by a brox may be sum- 
marized as follows: 

1. In the event that the brox recognizes the ad- 40 
dress found by parsing the Data Link Destination 
Address field of a packet as an address used by 

that brox, then the brox receives the packet and 
functions as a router. 

2. in the event that the brox does not recognize 45 
the destination address found by parsing the Data 

Link header as an address of the brox, then the 
brox bridges the packet 

3. in the event that the brox recognizes the packet 

as a local ARP request, and the intended destin- 50 
ation end station is on a remote link as deter- 
mined by the brox using its long mask, then the 
brox creates a remote ARP request and sends it 
to a brox on the link of the Intended destination 
end station. 55 

4. later the brox receives a remote ARP response 
from a brox attached to the link of the intended 
destination end station. The brox then creates a 



local ARP response in response to the original lo- 
cal ARP request The local ARP response con- 
tains the data link layer address of the intended 
receiving end station. The brox then transmits the 
local ARP response onto the link having the orig- 
inating end station. The local ARP response is re- 
ceived by the originating end station, and so the 
originating end station learns the data link ad- 
dress of the intended destination station. 
A significant benefit of the Invention is that, once 
the originating end station learns the data link address 
of the Intended destination end station, forwarding of 
later sent data packets is at bridge speed, rather than 
router speed. The forwarding delay at each brox, In 
some designs, may be as much as 200 times less 
when the brox functions as a bridge ratiier than as a 
router. Accordingly, the Invention greatiy speeds for- 
warding of data packets. 

Refem'ng now to Fig. 2, there is shown a typical 
field structure for a data packet used by an end station 
of LAN 110. 112 shown in Fig. 1. Data packet 120 is 
shown having a Data Link Header 122 and a Networic 
Layer Header 124. When data packet 120 is created 
and transmitted onto a LAN, the networic layer attach- 
es Network Header 124 to the packet, and tiien the 
packet is handed down to the data link layer. The data 
link layer then attaches tiie Data Link Header 122 to 
the packet. Upon transmission, data packet 120 may 
have additional fields preceding tiie Data Link Header 
122 such as, for example, preamble fields, and the 
precise structure of such preamble fields will depend 
upon the standard to which LAN 110 is designed. 
Such preamble fields are not shown In Fig. 2, as Fig. 
2 focuses on tiiose fields used by the invention. 

Data Link Header 122 contains Data Link Destin- 
ation Address field 126. and Data Link Source Ad- 
dress field 128. OtiierData LinkHeaderfields 130 are 
also shown in Fig. 2, but are not further described 
herein In that the invention focuses on the Data Link 
Destination Address field 126 and the Data Link 
Source Address field 128 of the Data Link Header 
1 22. Data Link Destination Address field 1 26 is abbre- 
viated DL D. Data Link Source Address field 128 is ab- 
breviated DL S. 

Network Layer Header 124, as shown In Fig. 2, 
has: Networi< Layer Destination address field 140, NL 
D field 140; Network Layer Source address field 142 
NL S; and other fields 144. Also, data fields 146 fol- 
lows the Networic Layer Header 124. The Networic 
Layer Destination Address field 140 is abbreviated NL 
D. The Network Layer Source address field 142 is ab- 
breviated NL S. 

In exemplary networic designs, tiie Networic Layer 
Destination address field 140 and the Network Source 
Layer field 142 may each be assigned a fixed length. 
The length is often expressed in tems of octets. An 
octet is a data structure that Is ordinarily 8 bits long. 
For example, In a TCP-IP compatible network both 
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the Network Layer Destination Address field 140 and 
the Network Layer Source Address field 142 are as- 
signed a length of 32 bits, or 4 octets each. 

Turning now to Fig. 1A, there Is shown a flow 
chart of the logic of an exennplary brox 100. At block 
1000 the packet arrives at the brox. Control passes to 
decision block 1010 where the packet data link des- 
tination address contained in the Data Link Destina- 
tion Address field 126 of the packet is detenmined. 
Then, the packet data link destination address is test- 
ed in order to detemnine If it is either a router address 
or a broadcast address used by a router. In the event 
that decision block 1010 answers "yes", the packet 
data link destination address is either a router address 
or a broadcast address, then control passes to line 
1012 for router type processing. 

In the event that decision block 1010 answers 
"no", then control passes to block 1014 where the 
packet is further processed by nomrial bridge forward- 
ing. 

Router processing proceeds along line 1012 to a 
series of decision blocks, block 1020, block 1030, 
block 1040, and block 1050. At these decision blocks 
the type of packet is detennined. 

At block 1020 the packet is tested in order to de- 
termine if it is a local ARP request, and in the event 
that it is, decision block 1020 answers "yes", and con- 
trol passes to decision block 1022 for handling as a 
local ARP request In the event that decision block 
1020 answers "no", then control passes to decision 
block 1030. 

At decision block 1030 the packet is tested in or- 
der to detenmine if it is a local ARP response, and if it 
is decision block 1030 answers "yes", then control 
passes to block 1032 for further processing as a local 
ARP response. In the event that decision block 1030 
answers "no", then control passes to decision block 
1040. 

At decision block 1040 the packet is tested in or- 
der to determine if it is a remote ARP request, and if 
it is decision block 1040 answers "yes", then control 
passes to block 1 042 for processing as a remote ARP 
request In the event that decision block 1040 an- 
swers "no", then control passes to decision block 
1050. 

At decision block 1050 the packet is tested in or- 
der to detenmine if it is a remote ARP response, and 
if it is decision block 1050 answers "yes", then control 
passes to block 1052 for further processing as a re- 
mote ARP response. In the event that decision block 
1050 answers "no", then control passes to block 
1060. 

At block 1 060 the packet is forwarded to tiie prop- 
er link in accordance with normal routing processing. 

We return to discuss the processing in tfie event 
that the packet tested with a "yes" at decision blocks 
1020, 1030. 1040, and 1050. 

First we discuss processing in the event that de- 



cision block 1020 answers 'yes", the packet is a local 
ARP request, and control passes to decision block 
1022. A branch to decision block 1022 means that a 
host on a link connected to the brox issued a local 

5 ARP request. At decision block 1022 the packet is 
tested in order to determine if the network layer ad- 
dress of the intended destination host is on the origi- 
nating link, and if it is decision block 1022 answers 
"yes", then processing branches to block 1024. At 

10 block 1024 the packet is treated as a nonmal local 
ARP request 

In the event that decision block 1022 answers 
"no", the packet network layer destination address is 
not on the originating link, then control passes to block 

15 1026. At block 1026 the brox sends a remote ARP re- 
quest to a brox or router on the destination LAN. 

Next we discuss processing in the event that the 
packet is a remote ARP request as determined by a 
"yes" response at decision block 1040, where control 

20 passed to block 1 042. At block 1042 a cache entry is 
made to record tfiat a pending remote ARP request 
has been received. Control then passes to block 1044 
where a local ARP request is generated on the rele- 
vant link, where the link is connected to a port of the 

25 brox. Processing in blocks 1 042 and 1 044 means tiiat 
the brox is the remote brox in a remote ARP request. 

Next we discuss processing in the event that the 
packet is a local ARP response, that is that decision 
block 1030 answered "yes", and processing passed 

30 to block 1 032. At block 1 032 an entry is made into the 
cache of pending remote ARP requests, and control 
passes to decision block 1034. At decision block 1034 
the question, "Is there a pending remote ARP request 
that matches this local ARP response ?" is asked, and 

35 in the event that the answer is "no", tiien control pass- 
es to block 1036 where processing of this packet 
stops because processing is done. 

In the event that decision block 1034 answers 
"yes", ttiere is a matching pending remote ARP re- 

40 quest, then control passes to block 1038. At block 
1038 the brox generates a remote ARP response 
message and sends tiie response to the originating 
brox. 

Next we discuss processing in the event that de- 
45 cision block 1050 answered "yes", the packet is a re- 
mote ARP response, and control passes to block 
1052. At block 1052 the brox generates a local ARP 
response and transmits it onto the relevant link con- 
nected to the brox. Processing at block 1052 means 
50 that the brox originally generated a remote ARP re- 
quest, now the remote ARP response has arrived, and 
the remote ARP response is used to create a local 
ARP response directed to the originating host 

Normal operation of a bridge and normal opera- 
55 tion of a router will now be described. 
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Bridges 

The Data Link Header 122 contains a number of 
fields, and the fields principally used by the bridge are: 
the Data Link Destination Address field 126; and, the 5 
Data Link Source Address field 128 (Fig. 2). 

The bridge compares the address found in the 
Data Link Destination Address field with a forwarding 
table maintained in a database contained in the 
bridge, and also compares the contents of the Data io 
Link Source Address field of the packet with a list of 
source addresses maintained for each link connected 
to the bridge. The bridge then, typically makes for- 
warding decisions based upon the contents of these 
fields. 15 

Typical design rules for operation of a bridge are 
as follows, and include both rules for receipt of a pack- 
et and rules for forwarding a packet 

For receipt of a packet, a bridge tests the contents 
of the Data Link Destination Address field of the pack- 20 
et against internally maintained forwarding tables. 

Forfonwarding,the bridge decides what to do with 
the packet, for example, as follows. Typically, for a 
bridge that uses the flooding and backward learning 
algorithm, the bridge makes the following decisions, 25 
based upon the contents of the Data Link Destination 
Address field of the packet: if the packet Data Link 
Destination Address is in the forwarding table of a link 
attached to the bridge, then forward the packet to the 
proper link, except, if the packet destination is on the 30 
link from which the packet originated, then disregard 
the packet; and. If the destination address is not in the 
forwarding table, then flood the packet to all of the 
links connected to the bridge, but not the link from 
which the packet originated. Also, typically, a bridge 35 
forwards packets having certain multicast or broad- 
cast addresses in their Data Link Destination Address 
field, such as end station hello messages. A bridge at- 
tempts to make the links that it joins together operate 
as an extended LAN. 40 

Also, If the content of the Data Link Source Ad- 
dress field of the packet is absent from the bridge for- 
warding tables, then the bridge adds to its appropriate 
forwarding table a correlation between the address 
contained in the Data Link Source Address field of the 45 
packet and the link from which the packet arrived. Any 
subsequent packets addressed to that address are 
then forwarded onto the correlated link. By updating 
its forwarding table using the arrival link of unknown 
packets, a bridge learns the conrelation between arriv- 50 
al links and the source address of end stations either 
on those links or connected to those links from other 
links, and thereby builds up entries into its fonvarding 
tables. Further, for example, there are many other 
ways that entries in in a bridge forwarding table may 55 
be compiled. 



Routers 

A router receives a packet in the event that the 
Data Link Destination Address field DL D 126 of the 
packet contains the data link address of the router or 
a special multicast address used by routers, other- 
wise the router ignores the packet. 

In the event that a router receives a packet, the 
router uses its mask to analyze the network layer des- 
tination address canried in the Network Layer Destin- 
ation Address field NL D 140 of the packet By using 
its mask, the router breaks the packet networi^ layer 
destination address into a subnet, or link, part and into 
a host address part. 

The router "knows" a route to the destination link 
as a result of a fonvarding table maintained by the 
router. The forwarding table is built up by the router 
participating in router protocol algorithms. The router 
forwards the packet by placing an appropriate data 
link destination address in the Data Link Destination 
Address field DL D of the packet, and by transmitting 
the packet onto the proper link. 

Routers perfonm other functtons not directly relat- 
ed to the present invention, such as: running routing 
protocols in order to decide on routes to maintain be- 
tween links when there are choices of multiple routes, 
that is, participating in routing algorithnns; isolating 
links, by, for example, preventing certain manage- 
ment traffic such as end station hello messages on 
one link from being forwarded to another link; frag- 
mentation and reassembly of packets because of dif- 
ferent protocols employed by different links; perfonnrv 
Ing explicit handshaking protocols with end stations 
connected to links connected to the router; and other 
functions. 

Referring now to Fig. 3A, there is shown the struc- 
ture of a Network Layer Address. Fig. 3A may refer to 
the address of a station on a link. Alternatively, Fig. 3A 
may refer to a Network Layer Destination Address 
field of a message packet As a further alternative, 
Fig. 3A may refer to a Networic Layer Source Address 
field of a message packet For convenience, the field 
structure of Fig. 3A may be referred to as the structure 
of a Network Layer Destination (often abbreviated as 
NL D) address field of a message packet, although, as 
will be apparent to those skilled in the art, the discus- 
sion could equally well apply to the Network Layer 
Source Address field (often abbreviated as NL S ad- 
dress field) 142 of a message packet Also, Fig. 3A 
will be used to describe a Network Layer Address as- 
signed to a station. 

As shown in Fig. 3A, NL D address field 140 con- 
tains 4 bytes, byte 150, byte 152, byte 154, and byte 
156. Each byte 150 152 154 156 is an octet, and 
thereby contains 8 bits. 

Referring now to Fig. 3B, there is shown mask 
158. Mask 158 has 4 bytes, byte 160. byte 162. byte 
164, and byte 166. A mask is assigned to a station, 
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for example the mask is assigned to end station A 
1 1 1 A, or. for example, B 1 1 1B, or, for example, end 
station C 1 1 3C, or to brox 1 00. In the event that a sta- 
tion detects a message packet the station applies 
mask 158 to NL D address field 140 in order to deter- 
mine the address represented by the NIL D address 
field 140. For example, in the example shown in Fig. 
SAand Fig. 3B, the mask 158 is shown having all ones 
in byte 160, byte 162. and byte 164. In contrast, byte 
166 contains all zeros. Accordingly, the correspond- 
ing bytes of NL D address field 140. that is byte 150 
conresponding to byte 160 of the mask, byte 152 cor- 
responding to byte 162 of the mask, and byte 154 cor- 
responding to the mask byte 164 represent the subnet 
address. The term "subnet" is synonymous with "link", 
and may accordingly stand for a local area network 
LAN, or any other type of link. Byte 1 56 of NL D ad- 
dress field 140 conresponds to the zeros of mask byte 
166. and accordingly represents the address of a 
"host". The term "host" is synonymous with "station", 
and so may stand for an "end station", a "brox". or any 
other type of station. Mask 158 indicates, by the zeros 
in byte 166. that the host address represented by NL 
D address field 140 is contained in byte 156. 

Accordingly, mask 158 interprets NL D address 
field 140 so that bytes 150. 152. 154 represent a sub- 
net address. And also mask 158 indicates that byte 
156 represents a host address. 

As shown in Fig. 3B, mask 158 has byte 160 in- 
dicated as byte 81. Byte 162 is indicated as byte B2. 
Byte 164 Is indicated byte as 83. Byte 166 is indicated 
as byte 84. The labels 81. 82. 83, and 84 indicate the 
position of the byte within mask 158. 

SECOND EXEMPLARY EMBODIMENT 

Operation of communications system 101, as 
shown in Fig. 1, will now be discussed. In the event 
that end station A 111A decides to send a message 
packet to end station C 1 13, then the following events 
occur: 

1. End station A 11 1A first attempts to leam the 
data link layer address of end station 01 1 3. In the 
first step to learn the data link layer address of 
end station C 113, end station A 111A tests its 
network layer address against the network layer 
address of end station C 113 in order to determine 
if the two end stations are on the same link. And 
if the two end stations are on the same link, then 
end station A 1 1 1 A has penmission to transmit an 
Address Request Protocol message (a local ARP 
request message). An local ARP request mes- 
sage transmitted by an end station will be herein- 
after referred to as a local ARP request 

End station A 111A uses a short mask, as 
shovim in Fig. 30, in making the determination as 
to whether or not end station C 1 1 3 is on the same 
link as end station A 111A. and because of the 



careful choice of end station network layer ad- 
dresses, concludes that end station 0 113 is on 
the same link as end station A 1 1 1 A As shown in 
Fig. 30, the short mask used by end station A 

5 111A has byte 161 and byte 163 both contain 

eight ones, and byte 165 and byte 167 both con- 
tain eight zeros. Accordingly, end station A 1 1 1A 
"sees" only byte 150 and byte 152 of the address 
fields shown in Fig. 3A. as the subnet address of 

10 itself and of end station O 1 1 3. By careful choice 
of the end station addresses, both end station A 
1 1 1 A and end station 0113 have the same value 
of bytes 1 50 1 52 in their network layer addresses. 
Accordingly, end station A 1 1 1 A concludes that it 

15 and end station 0 1 13 are on the same link. 

Physically, as is shown In Fig. 1, end station 
A 1 1 1 A is on link 110 and end station C 1 13 is on 
link 112. However, because of the careful choice 
of end station network layer addresses, and by 

20 end station A 1 1 1 A using a short mask, end sta- 
tion A 111A concludes that it and end station 0 
1 13 are on the same link. 

2. In response to its conclusion that end station O 
1 1 3 is on the same link, end station A 1 1 1 A trans- 

25 mits a local ARP Request onto link 110. 

3. The local ARP Request is detected by brox 
1 00. Logic unit 1 1 5 detects that the packet is a lo- 
cal ARP request. In response to receiving the lo- 
cal ARP request, brox 100 creates a new local 

30 ARP request Brox 1 00 sends the new local ARP 
request onto link 112 with the data link layer ad- 
dress of end station 0 1 13 in the data link destin- 
ation address field 126. By using the long mask 
of Fig. 38, where byte 164 contains eight ones, 

35 brox 100 can determine the link to which end sta- 
tion 0 1 13 is connected. And by using the portion 
of the mask containing "Os". brox 100 can deter- 
mine the network layer address of intended des- 
tination end station O 113. 

40 End station 0113 receives the second local ARP 
Request message from LAN 112, and responds 
by creating a local ARP response message, and 
then transmitting the local ARP Response mes- 
sage onto link 112. The local ARP Response 

45 message contains the data link layer address of 
end station 0 113. 

5. Brox 100 detects the local ARP response mes- 
sage and processes it by logic 1 1 7. Brox 1 00 then 
determines that this local ARP response is in 

50 completion of a pending ARP request Brox 100 
then creates a second local ARP response mes- 
sage, and transmits the second local ARP re- 
sponse message onto link 110. 

6. End station A 1 1 1 A receives the second local 
55 ARP response message on LAN 110, and ex- 
tracts from it tiie data link layer address of end 
station 0 113. 

7. End station A 1 1 1 A transmits a message pack- 
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et to end station C 11 3 by placing the data link lay- 
er address of end station C 1 1 3 into the Data Link 
Destination Address field 126 of the message 
packet. 

8. Brox 100 detects the nnessage packet ad- 
dressed to end station C 113, concludes that the 
data link destination address field 126 of the 
packet does not contain a data link destination 
address of brox 100, and therefor forwards the 
message packet as a bridge, and the message 
packet is thereby forwarded onto link 112. This 
bridge type forwarding operation is fast, as brox 
100 made the decision by parsing only the Data 
Link Header field 122 of the message packet. 

9. End station C 113 then detects the message 
packet by recognizing Its data link destination ad- 
dress in the data link destination address field 126 
of the message packet, and receives the mes- 
sage packet. 

10. End station A 111A then may transmit a se- 
quence of message packets to end station C 1 13 
by: inserting the data link address of end station 
C 113 into the data link destination address field 
126 of the message packet; and then brox 100 
forwards the message packets as a bridge. 
Advantages of the invention may be seen as fol- 
lows. Brox 100 blocked the local ARP request mes- 
sage transmitted by end station 1 1 1 A from being for- 
warded onto link 112, and in that respect functioned 
as a router. Brox 100 forwards the message packets 
transmitted by end station A 111A onto link 110, 
where the message packet contains the data link lay- 
er address of end station C 1 13 in the data link des- 
tination address field 126. Brox 100 thus rapidly for- 
wards message packets, and also isolates local ARP 
traffic onto a single link. 

A benefit of the invention is that local ARP request 
and local ARP response messages on one link, for ex- 
ample link 110, are blocked firom the other link, in this 
example link 112, by brox 100. A further benefit of the 
invention is that in the event that an end station on one 
link, say link 112, sends a sequence of data packets 
to an end station on the other link, then all packets af- 
ter the first packet are forwarded at bridge speed. 

THIRD EXEMPLARY EMBODIMENT 

A multiple hop embodiment of the invention will 
now be discussed. Referring now to Fig. 4, there is 
shown a more complex communications system 170. 
Communications system 170 has link 172, link 174, 
link 1 76, and link 178. Link 172 has end stations 1 72A, 
1 72B, and 172C. Additionally, link 172 may have a fur- 
ther plurality of end stations, and may, for example, 
support up to several hundred end stations. 

Link 174 has end stations 174A, 174B, 174C, and 
1 74D. Also, Link 174 may support a further plurality of 
end stations. 



Link 176 has end station 176A, end station 176B, 
and end stations 176C. Further, Link 178 has end sta- 
tion 178A, end station 178B, and end station 178C. 
Also, Link 176 and 178 may each support a further 

5 plurality of end stations. 

Although links 172 174 176 178 are shown in Fig. 
4 as straight lines, each link may, for example, be a 
token ring communications system such as an IEEE 
802.5 token ring or an ANSI/IEEE FDDI token ring. 

10 Brox 180 has a connection 182 to link 172, and 
also has a connection 184 to link 174. Brox 190 has 
connection 192 to link 174, and also has a connection 
194 to link 176. Additionally, brox 190 has a connec- 
tion 196 to link 178. Brox 200 has a connection 202 

15 to link 174, and a connection 204 to a wide area net- 
work through a communications link, as indicated by 
jagged arrows 206. 

The addresses of stations on links 172 174 176 
178 are given by the address field of Fig. 3A. Bytes 

20 150 and byte 152 of the addresses are the same for 
all stations on all links 172 174 176 178. Bytes 154 
and byte 1 56 are different for the various links and sta- 
tions as described hereinbetow. 

Refening to Fig. 4, address 210 shows fields 154 

25 and 156 of the address fields of Fig. 3A as assigned 
to stations on link 1 72. Field 1 54 contains; 111 1 1000. 
Byte 156 may contain any combination of ones and 
zeros. The value of byte 156 is assigned to give a 
unique value for each end station 172A, 172B, 172C, 

30 and so forth. Only one byte 156 is reserved for the 
host address for end statbns connected to link 172, 
and so the number of stations that may be individually 
addressed are 2**8, or 256 stations. 

Address 21 2 show bytes 1 54 and 1 56 of address- 

35 es of Fig. 3A as assigned to stations on link 1 74. Byte 
154 contains: 11110000. Byte 156 contains any val- 
ue, and a unique value of byte 1 56 is assigned to each 
station connected to link 174. For example, end sta- 
tions 174A, 174B, 174C, 174D, and connection 184 to 

40 brox 180, and connection 192 to brox 190 are each 
assigned a unique value of byte 156. Again, byte 156 
may refer to as many as 256 stations. 

Address 214 shows bytes 154 and 156 of ad- 
dresses of Fig. 3A as assigned to stations on link 1 76. 

45 Byte 154 of address 214 contains: 11100000. Byte 
156 contains any value, and a unique value of byte 
156 is assigned to each station on link 176. For exam- 
ple, end station 176A. 176B, 1760, and connection 
194 to brox 190, each have assigned a unique value 

50 of byte 156. 

Address 216 shows bytes 154 and 156 of ad- 
dresses of Fig. 3A as assigned to stations on link 1 78. 
Byte 154 of address of 216 contains; 11000000. Byte 
156 has assigned any value, and has a unique value 

55 assigned for each station connected to link 178, for 
example, end stations 178A, 178B, 1780, and con- 
nection 196 to brox 190, 

Each end station in communications system 170 
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uses mask 221 as shown in Fig. 7B. Mask 221 has all 
ones in byte B1 160. all ones in byte in 82 162. all 
zeros in byte B3 164. and all zeros in byte B4 166. Ac- 
cordingly, whenever any end station in systenr^ 170 
applies mask 221 to an address of an intended receiv- 
ing station lying within system 170, the intended re- 
ceiving station will appear to the transmitting end sta- 
tion to lie on the same link as the transmitting end sta- 
tion. This result arises from the following application 
of mask 221 to the address of any end station on sys- 
tem 170: 

AND (A_my, mask) 

AND (A_receive, mask). 

where A_my is the network layer address of the 
end station, 
and 

where A_receive is the network layer address of the 
intended receiving end station. 

The AND operations are followed by a test of the 
equality of the two AND operations. 

In the event that the two AND operations are 
equal, then the transmitting end station concludes 
that it is on the same link as the intended receiving 
end station. Accordingly, in the event that the two 
AND operations are equal, the transmitting end sta- 
tion has penmission to transmit a local ARP request 
message in order to inquire: "What is the data link ad- 
dress of the intended receiving end station?". 

Referring now to Fig. 6A and Fig. 6B, there is 
shown an address in Fig. 6A Part of the address of 
Fig. 6A is a subnet address, and part of the address 
is a host address, as detemnined by the appropriate 
mask. 

There is shown a mask for a brox in Fig. 6B. The 
mask of Fig. 6B is assigned to broxs 180 190 200. 
Byte B1 160, and byte B2 162, both contain 8 ones, 
as shown in Fig. 6B. Byte B3 1 64 contains: 11111 000. 
Byte B4 166 contains all zeros. When mask 220, Fig. 
6B. is applied to the address 210 of link 172. or to ad- 
dress 212 of link 174, or to address 214 of link 176, 
or to address 216 of link 178, then the arrangement 
of ones in byte 164 of mask 220 allows the various 
links to be distinguished. That is, the longest address 
in byte 154 is in address 210 of link 172, and consists 
of five (5) ones. These five ones are masked for incor- 
poration in the subnet address by the arrangement of 
five ones in byte 164 of mask 220, as shown in Fig. 
6B. Accordingly, by making use of mask 220 assigned 
to brox 180, 190, or 200, a detennination may be 
made as to which link a particular station address is 
located. 

By making use of the Os in mask 220 of Fig. 6B, 
an identification may be made of the host address 224 
as shown in Fig. 6B. The host address, as shown in 
Fig. 6B, will comprise the last three bits of byte 154 
and all eight bits of byte 156. Accordingly, byte 156 of 
address 210 will uniquely identify any of the stations 
connected to link 172. Altematively. address 212, at 



byte 156, will identify any station connected to link 
174, through a masking of the Os of the mask 220 of 
Fig. 6b. Additionally, the end stations of link 176 and 
link 178 may likewise be identified by the Os of mask 

5 220 taken with the address 214 for link 176, and ad- 
dress 216 taken for link 178. 

Since the host address of brox mask 220 of Fig. 
6B uses eleven (1 1) bits, each link may have as many 
as 2**11 or two thousand forty eight (2,048) unique 

10 station addresses. 

Refening now to Fig. 7A and Fig. 7B there is 
shown in Fig. 7B an end station mask 221 . End station 
mask 221 has byte B1 160 contain: eight ones, byte 
B2 162 also contains eight ones. However, bytes B3 

15 164 and byte B4 166 contain all zeros. Accordingly, 
an end station using mask 221, when applied to any 
address shown as address 210, 212, 214, 216 will de- 
termine that the addresses is given by bytes 150 and 
byte 152. Bytes 150 and 152 were chosen to be the 

20 same for all stations in communications system 170. 
Accordingly, by use of mask 221, all end stations of 
communications systems 170 will determine the 
same subnet address 222. A consequence of all end 
stations on communications system 170 determining 

25 the same subnet address through use of end station 
mask 221 is that, in accordance with the ordinary rules 
of operation for a TCP-IP communications type sys- 
tem, the end stations will have permission to transmit 
a local ARP request message. 

30 Turning now to Fig. 5, there is shown the full ad- 
dress for addresses 21 0, 21 2, 214 and 21 6. As shown 
in Fig. 5, bytes 150 and 152 contain the same value 
for each of addresses 210, 212. 214 and 216. The ad- 
dresses 210, 212, 214, and 216 differ only in the dif- 

35 ferent values contained in byte 154 and byte 156. 

Operation of the Multiple Hop System 

In the event that end station 172A desires to 
40 transmit a data message to end station 1 78C, the fol- 
lowing events occur 

1. End station 172A does an AND operation be- 
tween its address and the address of end station 
178C. End station 172A uses the end station 

45 mask 221 of Fig. 7B. End station 172A then con- 
cludes that the subnet address 222 of itself and 
the subnet address 222 of end station 172A are 
equal, and so concludes that it may transmit a lo- 
cal ARP request message to end station 178C in 

50 order to learn the data link address of end station 
178C. 

2. Brox 180 parses the data lint, address of the lo- 
cal ARP request message, concludes that the lo- 
cal ARP request message is not addressed to 

55 brox 1 80, and accordingly receives the local ARP 
request message. Brox 180 recognizes the data 
packet as a local ARP request message, recog- 
nizes that the networic layer address contained in 
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the local ARP request message is the network 
layer address of end station 178C, and then cre- 
ates a remote ARP request message and sends 
the remoie ARP request message to brox 190. 
Brox 1 80 knows to send the remote ARP request 5 
message to brox 190 because brox 180 maintains 
a forwarding table showing the end stations at- 
tached to various broxs. This forwarding table is 
built up by inter-brox traffic, analogous to the in- 
ter-router traffic used by routers to build up for- io 
warding tables. 

3. Brox 190 receives the remote ARP request 
message, and transmits on connection 196 to link 
178 a standard local ARP request message con- 
taining the data link address of end station 1 78C. is 

4. End station 1 78C responds to the local ARP re- 
quest message by transmitting a local ARP re- 
sponse message containing the data link layer 
address of end station 178C onto link 178. 

5. Brox 190 receives the local ARP response 20 
message from end station 178C. and brox 190 
creates a remote ARP response message, and 
sends it to brox 180. 

6. Brox 180 then creates a standard local ARP re- 
sponse message and transmits it through con- 25 
nection 1 82 to link 1 72, with the data link layer ad- 
dress of end station 172A in the Data Link Des- 
tination Address field 126 of the local ARP re- 
sponse message. 

7. End station 1 72A then interprets the local ARP 30 
response message and extracts from it the data 

link layer address of end station 178C. 

8. End station 172A then transmits a message 
packet directed to end station 178C, where the 
message packet contains the data link layer ad- 35 
dress of end station 178C in the Data Link Des- 
tination Address field 126. 

9. Brox 1 80 parses the data link header 1 22 of the 
message packet, discovers the Data Link Destin- 
ation address field 126 does not contain the ad- 40 
dress of connection 182, and therefor forwards 

the message packet as a bridge. 

10. The message packet is forwarded through 
connection 184 to link 174 where brox 190 de- 
tects the message packet at connection 192. 45 

11. Brox 190 parses the data link header 122 of 
the message packet, concludes that the data link 
destination address field 1 26 does not contain the 
data link address of connection 192, and accord- 
ingly forwards the message packet as a bridge. so 
Brox 190 bridges the message packet through 
connection 196 onto link 178 on the basis of a for- 
warding table maintained within brox 190. 

12. The message packet is detected by end sta- 
tion 178C detecting its own data link address ad- ss 
dress in the Data Link Destination Address field 

126 of the message packet. Accordingly, the in- 
tended receiving station 1 78C receives the mes- 



sage packet. 

Each station in communication system 170 as 
shown in Fig. 4 uses end station mask 221 as shown 
in Fig. 7B. that is: on link 172 end stations 172A, 172B, 
172C; on link 174 end stations 174A. 174B, 174C 
1 74D; on link 1 76 end stations 1 76A, 1 76B, 1 76C; and 
on link 178 end stations 178A, 178B. 178C. The short 
mask 221 of Fig. 7B, when used by the end stations 
of communication system 170, causes all of the end 
stations of communication system 170 to conclude 
that they are on the same link. By coming to this con- 
clusion, the end stations are penmitted to transmit a lo- 
cal ARP request message for the data link address of 
an intended receiving station. 

Each of the broxs, 180. 200. 190 use the longer 
brox mask 220, as shown in Fig. 6b. This longer brox 
mask 220 has ones in the first five (5) positions of byte 
164, and these ones penmit the broxs to distinguish 
the subnet addresses of links 172, 174, 176, 178. 

In the event that an end station on communication 
system 170 prepares to transmit a message packet to 
an end station connected to communication system 
170 through brox 200 by wide area network commu- 
nication link 204. then the address in bytes 150 and 
152 of the proposed Network Layer Destination Ad- 
dress field 140 of the message packet will differ from 
bytes 150, 152 of an address of links 172, 174, 176, 
178. Accordingly, a brox receiving a local ARP re- 
quest message for such a distant end station will for- 
ward, in perfonming as a router, and fonward the mes- 
sage packet to brox 200 which then sends it on the 
wide area network link 204 to an appropriate brox hav- 
ing a link to the intended receiving end station. 

As can be seen from Fig. 6B and Fig. 7B. a brox 
sees a longer subnet address then does an end sta- 
tion. As shown at byte 164 in Fig. 6B. the subnet ad- 
dress seen by a brox is 5 bits longer than a subnet ad- 
dress seen by an end station using mask 221 from 
Fig. 7B. The shorter end station mask causes end sta- 
tion to see all of the end stations on communications 
network 170 as being on the same link. The longer 
brox mask 220. as shown in Fig. 6B, penmits a brox 
to distinguish the intended receiving end station and 
also the link to which the intended receiving end sta- 
tion is attached to. 

Further, the assignment of the addresses of the 
end station is carefully done in order for the end sta- 
tions to be distinguishable in accordance with the 
above discussion of the brox mask and the end station 
mask as shown in Fig. 6B and Fig. 7B. That is. each 
end station on communications system 170 was as- 
signed a value of byte 154 as follows: link 172 was as- 
signed a value of byte 154 of 1 1 1 1 1 000; link 174 was 
assigned a value of byte 154 of 11110000; link 176 
was assigned a value of byte 154 of 11100000; link 
178 was assigned a value of byte 154 of 1 1000000. 
This careful selection of addresses is the key to dis- 
tinguishing end stations on different links by use of a 
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short end station mask 221 and long brox mask 220. 
FOURTH EXEMPLARY EMBODIMENT 

Refemng now to Fig. 8. communications system 
300 Is shown. Network layer addresses for the end 
stations of communications system 300 will now be 
discussed. The network layer address are used in the 
Network Layer Destination Address field 140 of Fig. 2. 
The network layer address may, for example, have 4 
bytes. 150, 152, 154, 156 as set out in address field 
140 in Fig, 3A. The value of byte 150 may be repre- 
sented by the numeral N 1 . The value of byte 1 52 may 
be represented as numeral N2. The value of byte 154 
may be represented as numeral N3. The value of byte 
of 156 may be represented as numeral N4. The four 
byte address may then he represented as follows: 
N1.N2.N3.N4 

In the above symbolic representation of the net- 
work layer address, the numbers N1 , N2, N3, N4, refer 
to the bytes of address 140, that is bytes 150. 152, 
154, 156, respectively. 

Careful selection of the values of the bytes N1. 
N2. N3, N4 permit the invention to utilize a short end 
station mask for an end station to gain penmission to 
send a local ARP request, and a long brox mask to en- 
able a brox to distinguish end stations on different 
links. 

As a further example of representation of a net- 
work layer address, a mask may be, for example 12 
bits long, that is the mask boundaries may not coin- 
cide with octet boundaries. For example, the mask 
shown in Fig. 6B uses 5 bits from octet 164. Still, a 
symbolic representation of the network layer address 
may be given as: 

A1.A2.A3 

where A1. A2. and A3 are numbers used to refer to 
parts of the network layer address. For example. A1 
may represent a group of related LANs, A2 may rep- 
resent a particular LAN of the group, and A3 may rep- 
resent the host address. 

An exemplary assignment of end station address 
follows. 

Refening now to communications system 300 as 
shown in Fig. 8. LAN 302 is connected by brox BR4 
304 to LAN 306. LAN 308 is connected brox BR6 310 
to LAN 306. LAN 306 is connected by brox BR3 312 
to LAN 314. LAN 314 is connected by brox BR1 316 
to LAN 320. LAN 320 is connected by brox 322 to LAN 
324. LAN 320 is connected by brox BR5 326 to LAN 
328. 

Each LAN, 302, 306. 308, 314. 320. 324. 328 has 
connected in communications connection, a plurality 
of end stations. For simplicity, only particular end sta- 
tions will be directly discussed. LAN 302 is shown with 
end station A 340. LAN 328 is shown with end station 
B342. 

Addresses are assigned to the end stations on 



each LAN in accordance with the present invention. 
For example, addresses may be assigned to the LANs 
as follows. Each LAN is assigned an address 140 
comprising 4 bytes, bytes 150, 152. 154. 156. As a 

5 simplification, only three of the bytes will be discussed 
herein, bytes 152, 154. 156. The highest byte 150 
may be assigned an arbitrary number, however each 
link has the same value of byte 150. 

For example, in communication system 300 byte 

10 152 is assigned the value "19". Accordingly, all sta- 
tions on LAN 302 are assigned the address 19.3.*. 
The means any unique number to distinguish the 
stations. All stations connected to LAN 306 are as- 
signed the address 19.4.«. All stations connected to 

15 LAN 308 are assigned the address 1 9.8.«. All stations 
connected to LAN 314 are assigned the address 
19.5.*. All stations attached to LAN 320 are assigned 
the address 19.5.*. All stations connected to LAN 324 
are assigned the address 19.6.*. All stations attached 

20 to LAN 328 are assigned the address 1 9.7.*. The sta- 
tions on each link include the plurality of end stations, 
as well as the connections to the respective broxs. 

We now consider the event wherein end station 
A 340 on LAN 302, having a network layer address of 

25 1 9.3.8 decides to send a message packet to end sta- 
tion B on LAN 328. having a network layer address of 
19.7.5. The following events occur: 

1. End station A 340 tests the network layer ad- 
dress of the intended receiving station B 342 inor- 

30 derto determine if end station 340 has permission 
to transmit a local ARP request message in order 
to leam the data link layer address of end station 
B 342. Addresses other than a TCP-IP 32 bit ad- 
dress may be used with the invention. For exanv 

35 pie, in the event thai a three octet address is used, 
the end station A 340 may use a mask having the 
values: 

11111111 .00000000.00000000 
and each brox in communication system 300 util- 

40 izes a mask having the values: 

11111111.11111111.11111111 
in making fonvarding decisions. Accordingly, end 
station A 340 utilizes its end station mask and 
concludes that the link where end station B 342 

45 resides is "19.*.*", the same as the link where end 
station A 340 resides. Accordingly, end station A 
transmits a local ARP request message on LAN 
302. 

2. Brox BR4 304 detects the local ARP request 
50 message, interprets the local ARP request mes- 
sage, and creates a remote ARP request mes- 
sage directed to brox BR5 326. Brox BR4 304 
knows to send the remote ARP request message 
to brox BR5 326 as a result of the broxs partici- 

55 pating in a routing algorithms, as is well known in 
those skilled in the art of computer communica- 
tions. Accordingly, brox BR4 304 transmits the re- 
mote ARP request message to brox BR5 326. 
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Brox BR5 326 receives the remote ARP request 
message, and in response thereto transnnits a 
standard local ARP request message onto LAN 
328. 

3. End station B 342 receives the local ARP re- 
quest transmitted onto LAN 328. and generates a 
local ARP response message containing the data 
link address of end station B 342, where the data 
link address corresponds to the station having 
network layer address 19.7.5. 

4. Brox BR5 326 detects the local ARP response 
message transmitted by end station B 342, recog- 
nizes it as a completion of a pending remote ARP 
request message, and creates a remote ARP re- 
sponse message. Brox BR5 326 then sends the 
remote ARP response message to brox BR4 304. 
Brox BR4 304 receives the remote ARP response 
message, and in response thereto creates a local 
ARP response message. Brox BR4 304 then 
transmits the local ARP response message onto 
LAN 302. 

5. End station A 340 receives the local ARP re- 
sponse message from LAN 302, and interprets 
the local ARP response message, and stores the 
data link layer address of end station B 342. 

6. End station A 340 then constructs a data pack- 
et containing the data link layer address of end 
station B 342 in Data Link Destination Address 
field 126 of a message packet 120. 

7. Brox BR4 304 detects the data packet, parses 
the Data Link Header 122 and finds that the con- 
tents of the Data Link Destination Address field 
126 are not an address used by brox BR4 304, 
and so concludes to forward the message packet 
as a bndge. 

The data packet transmitted by end station A 340 
is forward by all of the intenmediate broxs behaving as 
bridges, brox BR4 304, brox BR3 312. brox BR1 316, 
and brox BR5 326. The data packet is thus forwarded 
at each hop, in some designs, in less than 1/200th of 
the time that would be required if a brox operated as 
a router. 

The local ARP Request transmitted by end sta- 
tion A 340 onto LAN 302 is blocked by brox BR4 304. 
That is, the local ARP Request is not forwarded to 
LAN 306 as it would be if brox BR4 304 acted as a 
standard bridge. That is, brox BR4 304 acts as a stan- 
dard router and isolates LAN 302 from LAN 306, in 
that it does not forward ARP messages between the 
LANs. Likewise, all local ARP requests and local ARP 
responses are isolated to the LAN on which they were 
created by the broxs functioning as routers. 

Accordingly, data traffic may be forwarded be- 
tween any end station on any link in communications 
network 300 by each of the broxs forwarding rapidly 
as a bridge. Also, the local ARP traffic generated on 
each LAN is isolated from each of the other links by 
each brox functioning as a router. 



The invention, in all embodiments, has the bene- 
ficial effect that it speeds forwarding of data packets 
and so improves throughput in the data communica- 
tions system. 

5 A further benefit of the invention is that, in the 

event that an intemiediate forwarding station is an old 
style router that does not change Into a bridge in ac- 
cordance with the Rules of the invention hereinabove, 
the invention will work perfectly well with alt of the in- 
to temiediate broxs functioning in accordance with the 
invention. Any intermediate "old style" routers already 
installed in an old system will not interfere with the inrv 
provements gained from new broxs added to the sys- 
tem. 

15 Accordingly, the invention greatly improves the 
speed at which a message is forwarded over multiple 
links of a complex communications system. 

20 Claims 

1. In a communications system having a first com- 
munications link and a second communications 
link, at least one end station capable of commu- 

25 nicating on each said communications link, an ap- 
paratus for forwarding a packet from said first link 
to said second link, said apparatus being capable 
of detecting a network layer header on a data 
packet, said network layer header having a des- 

30 tination address, said apparatus comprising: 

means for assigning an apparatus mask 
having a forwarding mask length to said appara- 
tus for distinguishing said destination address 
into a subnet address part and into a host address 

35 part; 

means for assigning an end station mask 
having an end station mask length to said at least 
one end station fordistinguishing said destination 
address into a subnet address part and into a host 

40 address part; 

means for assigning a greater length to 
said forwarding mask length than to said end sta- 
tion mask length, to enable said end station in us- 
ing said end station mask to identify all end sta- 

45 tions on said first link and said second link as be- 
ing on a single link, and to enable said apparatus 
in using said forwarding n^sk to distinguish on 
which of said first link or said second link an end 
station addressed by saki network layer address 

50 is located. 

2. The apparatus as in claim 1 further comprising: 

means for a selected end station to trans- 
mit a local Address Request Protocol (hereinafter 
55 ARP) request message onto said first communi- 
cations link, said local ARP request message re- 
questing a data link address of a receiving end 
station; 
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means, in response to said local ARP re- 
quest message, for said apparatus to create a re- 
mote ARP request message and to send said re- 
mole ARP request message to a second forward- 
ing apparatus connected to said second link hav- 5 
ing said receiving end station connected thereto; 

means for said apparatus to receive a re- 
mote ARP response message containing said 
data link address of said receiving end station 
from said second forwarding apparatus; io 

means, responsive to said remote ARP re- 
quest message, for said apparatus to create a lo- 
cal ARP response message and to send said lo- 
cal ARP response message to said selected end 
station. is 

The apparatus as in claim 1 further comprising: 

means associated with said forwarding ap- 
paratus to forward a data packet as a bridge in the 
event that a data link address in a message pack- 20 
et is not a data link address of said apparatus. 

The apparatus as in claim 1 further comprising: 
means associated with said apparatus to 
forward a message packet as a router in the event 25 
that a data link address in said message packet 
is a data link address of said apparatus. 

A communications system having a plurality of 
communications links, a forwarding apparatus for 30 
forwarding a message packet from a first link to a 
second link, said first link and said second link se- 
lected from said plurality of links, said apparatus 
being capable of detecting a network layer head- 
er on a data packet, said network layer header 35 
having a destination address, said system conrv 
prising: 

means for assigning an apparatus mask 
having a forwarding mask length to said appara- 
tus for distinguishing said destination address 40 
into a subnet address part and into a host address 
part; 

means for assigning an end station mask 
having an end station mask length to said said at 
least one end station for distinguishing said des- 45 
tination address into a subnet address part and 
into a host address part; 

means for assigning a greater length to 
said forwarding mask length than to said end sta- 
tion mask length, to enable sakJ end station in us- 50 
ing said end station nnask to identify all end sta- 
tions on said plurality of links as being on a single 
link, and to enable said apparatus in using said 
forwarding mask to distinguish which of said plur- 
ality of links an end station addressed by said net- 55 
work layer address is located; 

means, responsive to said greater length 
of said forwarding mask than saki end station 



mask, for a selected end station to transmit a local 
ARP request message onto an attached link, said 
local ARP request message requesting a data 
link address of a receiving end station, said re- 
ceiving end station connected to a second link 
that is not said attached link; 

means, responsive to said local ARP re- 
quest message, for said apparatus to send a re- 
mote ARP request message to a second forward- 
ing apparatus attached to said second link; 

means, responsive to said remote ARP re- 
quest message, for said second forwarding appa- 
ratus to send a second local ARP request mes- 
sage to said intended receiving end station; 

means, responsive to said second local 
ARP request message, for said intended end sta- 
tion to send a local ARP response message to 
said second forwarding apparatus, said second 
local ARP response message containing said 
data link address of said Intended end station; 

means, responsive to said local ARP re- 
sponse message, for said second forwarding ap- 
paratus to send a remote ARP response mes- 
sage to said apparatus; 

means, responsive to said remote ARP re- 
sponse message, for said apparatus to send a 
second local ARP response message to said se- 
lected end station; 

means, responsive to said second local 
ARP response message, for said selected end 
station to receive a data link address of said in- 
tended receiving end station, and for said select- 
ed end station to transmit a message packet con- 
taining said data link address of said selected re- 
ceiving end station, and for said apparatus to for- 
ward said message packet as a bridge in re- 
sponse to said data link address of said intended 
receiving end station being contained in said 
message packet. 

6. A communications system having a plurality of 
communications links, a forwarding apparatus for 
forwarding a message packet from a first link to a 
second link, said first link and said second link se- 
lected from said plurality of links, said apparatus 
being capable of detecting a network layer head- 
er on a data packet, said network layer header 
having a destination address, comprising: 

means for assigning an apparatus mask 
having a forwarding mask length to said appara- 
tus for distinguishing said destination address 
into a subnet address part and into a host address 
part; 

means for assigning an end station mask 
having an end station mask length to said said at 
least one end station for distinguishing said des- 
tination address into a subnet address part and 
into a host address part; 
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means for assigning a greater length to 
said forwarding mask length than to said end sta- 
tion mask length, to enable said end station in us- 
ing said end station mask to identify all end sta- 
tions on said plurality of links as being on a single 5 
link, and to enable said apparatus in using said 
forwarding mask to distinguish which of said plur- 
ality of links an end station addressed by said net- 
work layer address is located. 

10 



15 



20 



25 



30 



35 



40 



45 



50 



15 



EP 0 518 596 A1 




FIGURE 1 



16 



EP 0 518 596 A1 



PACKET 
ARRIVES 



BRIDGE 
PROCESSING 



■1000 



ROUTER 
PROCESSING 



1010 



IS 

N ^ DLDA: 
"J. ROUTER ADDRESS 
2. BROADCAST 
.ADDRESS, 



1012 



NORMAL 
BRIDGE 
PROCESSING 



1014^ 


Y ^ 






TREAT AS 
NORMAL LOCAL 
ARP REQUEST 



^ 1022 

IS " 
IP NETWORK 
LAGER ADDRESS 
sON ORIGINATING 
LINK 
9 



1024 



1026- 



SENDA 
REMOTE ARP 
REQUEST TO 
A ROUTER ON 

THE 
DESTINATION 

UN 



1032 
L 



MAKE ARP 
CACHE ENTRY 



1042> 



I 



KEEP CACHE 
OF PENDING 
REMOTE ARP 
REQUESTS 



1034 



N 



IS 
THERE 
A PENDING 
REMOTE ARP 
REQUEST. 

9 



DONE 




GENERATE 
A LOCAL 
ARP 
RESPONSE 



1052 



GENERATE 
AN ARP IN 
THE REQUEST 
LINK 



1049 



r 



GENERATE 
A REMOTE 
ARP RESPONSE 



•1038 



NORMAL 
ROUTING 
PROC ESSING 

\ 

1060 



FIGURE 1A 



17 



EP 0 518 596 A1 



r 



122 



DATA LINK 
HEADER 



( 



124 



120 



DL D DL S 



OTHER 
FIELDS 



NETWORK LAYER ■ 
HEADER 



NL D NL S 



OTHER 
FIELDS 



DATA 



-f- 

126 



130 



r 

128 



140 142 

FIGURE 2 



144 146 



ADDRESS 
150 



152 



154 

( 



156 











SUBNET ► 


■^HOST-J 



FIGURE 3A 



MASK 



158 



B1 


82 


83 


B4 


11111111 


11111111 


11111111 


00000000 


160 


\ 

162 


( 

164 


) 

166 


11111111 


11111111 


00000000 


00000000 


( 

161 


\ 

163 


( 

165 

18 


] 

167 



FIGURE 3B 



FIGURE 3C 



EP 0 518 596 A1 



170 




178 A 

FIGURE 4 



78C 



I 

SAME FOR 
COMMUNICATIONS 
SYSTEM 170 



T 



150 



T" 

152 



154 



T 

158 



FIGURE 5 



19 



EP 0 518 596 A1 



150 152 i«54 

^ ADDRES S I p 



SUBNET- 



BROX MASK 



156 



-^HOST 

224 



,7*1 



•220 



81 


82 


83 


84 


11111111. 


11111111 


11111000 


00000000 


( 

160 


\ 

162 


( 

164 


) 

166 



FIGURE 6A 



FIGURE 6B 



ISO 



152 



154 



156 











-^-r- SUBNET 
^222 

END STATION MASK i 


HOST ► 


81 

11111111 


82 
11111111 


83 
00000000 


84 
00000000 



221 



160 



162 



184 



166 



FIGURE 7A 



FIGURE 7B 



20 



EP 0 518 596 A1 




304^ A 19.3.8 



FIGURE 8 



21 



EP 0 518 596 A1 



European Patent 
Office 



EUROPEAN SEARCH REPORT 



AfyHcattcm Numbo' 

EP 92 30 5234 



DOCUMENTS CONSIDERED TO BE RELEVANT 



Catc(oiy 



A 
A 
A 



P.A 



Citation of document wkb iadkadoa, where appropriate, 
of rdevant paesag^ 



EP-A-0 357 136 (PHILIPS) 

* coluran 2, line 15 - column 3, line 32 * 

EP-A-0 255 767 (AT&T) 

* column 2, line 34 - column 3, line 50 * 

IEEE NETWORK: THE MAGAZINE OF COMPUTER 
COMMUNICATIONS 

vol. 2, no. 1, January 1988, NEW YORK US 
pages 49 - 56 

L. BOSACK ET AL. 'Bridges and Routers, 
Observations Comparisons and Choosing. 
Problems in Large LANs' 

* page 52, left column, line 10 - line 25 



page 52, right column, line 7 - line 41 



EP-A-O 465 201 (DEC) 
* the whole document * 



Tbe present search report has been drawn up for all diunB 



Rdevant 
toi 



CUlSSinCATlON OF THE 
APPUCAnON Got. a.5) 



1.5,6 
1,5,6 
2-4 



H04L12/46 



TECHNICAL FIELDS 
SEARCHED (Ifit. CL5 ) 



H04L 



Place of icmA 

THE HAGUE 



22 SEPTEMBER 1992 



MESSELKEN M. 



CATEGORY OF CITED DOCUMENTS 

X : pardcQlariy relevant if taicn alooe 

Y : particularly rderant If combined with aaotbcv 

document of the sine catespiy 
A : technological backgrouori 
O : non-nrttta disclosure 
P : iattnaodiate docameot 



T : thmy or priodplo nnderiytng the lavcntion 
E : eaiticr pat«tt docnmest, but poMsbed oo, or 

Bft« tbe flilag date 
D : document cited hi tbe application 
L : document cited for other rcasoos 

A : racnber of the same patent family, corresponding 
document 



22 



